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Use of ID Badges

« D badges must be worn as the way shown on
|eft.

» D badges, showing an employee’s identification
and authorization of entry, must be taken a
good care of.

» |0 badges cannot be lent or borrowed in any
case.

» At the loss of ID badges, immediate report
to the General Affairs and Personnel Team is
required to prevent an unauthorized person's
entry to the property.
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Information Security When Arriving and
Leaving Work

« Do not bring things in or take them out when
arriving and leaving work.

«» Do not bring in or take out unauthorized
information carriers such as PC, external HDD,
USB, CD/DVD.

«Do not keep important documents or
information carriers on desk unattended, and
surely keep them in a cabinet when leaving the
office.
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Security for Visits

» Visits must be pre-authorized.

« A visitor must wear a visitor’s ID badge and be
accompanied with an employee as a guide.

« A visitor can only visit least number of offices
and sites that must be pre-arranged.
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Security for Documents

+ Do not make copies of sensitive documents nor
use them as scrap paper.

« Shred and burn classified documents when they
become waste and do not simply throw any of
them.

« Return all the classified documents as being
transferred or retire.
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Observance of Work Confidentiality

« Any information acquired at work should not
be disclosed to the third party without pre -
permission. Also, do not use the information
for inappropriate purpose except for work.

« Disclosure like “it is between you and
me“cannot be accepted. Keep it in mind that
any bit of information can be a help to a
competitor.

« Knowledge and know-how from the work should
be documented and registered as IP. Contractors
(including foreign researchers, contract-
workers,consultants, A/S personnel) must be
allowed limited access to important information.
V¥fhe2d they ask, information must be selectively
offered.
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Security for Everyday-life at KIRAMS

« Unauthorized shooting and photo taking are
not allowed. Access limited areas should be
kept such.

« Security weakness identified must be reported
to the security team.

« Security-related incidents should not be hidden,
rather immediately reported to the security
team.

« Check any possible security weak points since
anyone can steal secrets.

029




AFEH AL 2

» PCHE AT S0E37| YSE HF6ID, F7IHe2
HABICE 3YEBT|= BY "10R Ol = 4%,

* 37 ECE ASE AR YicA ¥SE 4F o,
A8B2 %A QO ME

o HHO[A ZHM U oY AZESOIE HXEtn =)
SHA0l NSEE 5l0 Y M U RAGIKES
AE Yoot

o ANAEIR AMRSIX| 8 miU XRRIE HI8 s ¥eAl
2012 $ict,

« QEY E2I2N E0ES ASYRN w2 HYS
dE2 AL,

* SWE 84 HEF A88t

» YR HNFH(PC/AE HHDD/USB/CD/DVD )&
gleAl 008 Ao AI8 i

Security for PC

« Passwords must be installed and regularly changed
for PC booting, windows, screensavers. Screensavers
must be on when the computer is not in use for 10
minutes or less.

« Sharing folders must be used with passwords. Ensure
that only the least number of people can share them.

« Virus check-up and preventive software must be
activated from the start when a PC is on. Always
update them to keep the latest version of them.

» Log out when PCis not in use or the user leaves the desk.

« Security level for internet browser should be
designated according to work.

« Use only original software.

« Use only authorized information carriers
(PC, external HDD, USB, CD, and DVD).
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Security for Communication

« Use 8-digit-or-more passwords composed of
English alphabets and numbers.

« Use accounts only offered by the firm when a
message (e-mail, FTP, etc.) is transmitted to the
outside.

« Do not use the office PC to access file-sharing
sites such as web-hard or P2P.

« Do not share e-mails or important information on
the internet vulnerable to hacking.

« Do not read suspicious emails sent from
outside source, delete them, and install an
automatic security patch.
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A person who asks for work information that is not related to his or
her work
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A person who brings a camera to office with no reason
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A person who often visits other offices and teams with no relation to
his or her own work
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A person who attempts to gain access to labs or offices with secrets
kept with no clear relation to his or her work
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A person who avoids contacts or often shows emotional ups-and-
downs
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A person who personally copies and keeps confidential documents to his or her own work

or materials on the pretext of work
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permission when the colleague is away from the PC

A person who uses the computer of a colleague with no pre-
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A person who stays alone in the office after working hours or during
the weekends with no special reason
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A researcher who never accepts any visits of other researchers to
A student or trainee who is interested in making aquantance with his or her residence
high-ranking managers or Key researchers rather than in leaming
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A student or trainee who is interested in making aquantance with
high-ranking managers or Key researchers rather than in leaming
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A researcher who never accepts any visits of other researchers to
his or her residence
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